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Exploring the Psychological Factors and Intervention Implications of College
Students' Susceptibility to Online Fraud
Xiao Cao
(Zhejiang University of Technology, Hangzhou, Zhejiang 310014)
Abstract: In the context of the deep integration of the internet into learning and life, the issue of college students” susceptibility to online
fraud has become an important topic affecting campus safety and stability as well as students” physical and mental health development.
Conducting relevant research holds significant practical and practical value. An in—depth analysis of the psychological factors contributing to
college students” susceptibility to online fraud can provide core evidence for building a scientific and effective anti—fraud intervention system,
thereby enhancing college students” cybersecurity literacy. Based on this, the article focuses on the susceptibility of college students to online
fraud, outlines the characteristics of online fraud among college students, clarifies the definition and manifestations of susceptibility to online
fraud, systematically explores the core psychological factors affecting college students” susceptibility to online fraud, proposes targeted
intervention strategies and insights, and ultimately summarizes the research value and practical significance. The aim is to provide theoretical

support and practical guidance for universities and related institutions in their anti—fraud efforts.
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