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Abstract: With the rapid iteration and in—depth integration of emerging technologies such as the Internet of Things, cloud computing, and big
data, Wireless Sensor Networks (WSN), as the core carrier of data collection and transmission, have been widely applied in many key fields
such as national defense and military, environmental monitoring, intelligent medical care, and smart cities, becoming an important
infrastructure supporting the normal operation of modern information systems. However, WSN nodes are usually deployed in complex and
harsh environments. Due to the limitations of hardware size, cost, and deployment scenarios, the energy supply of nodes is severely restricted.

The traditional battery—powered method is difficult to meet the needs of long—term stable operation of the network, and energy shortage has
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become a core bottleneck restricting the development and application of WSN.The emergence of energy harvesting technology provides an

No.4 2025 ( Vol.001 )

effective way to solve this problem. It can obtain renewable energy (such as solar energy, wind energy, thermal energy, etc.) from the
surrounding environment to continuously supply power to sensor nodes, effectively extending the network life cycle. As the core technology
for energy optimization of WSN, topology control algorithms can realize the balanced distribution of network energy consumption by
reasonably adjusting the transmission power of nodes, neighbor relationships, and network structure, further improving energy utilization
efficiency and ensuring network connectivity and coverage.At present, the network security situation is becoming increasingly severe. Due to
the characteristics of scattered deployment, limited node resources, and fragile communication links, WSN is more vulnerable to various
network attacks, such as eavesdropping, tampering, forgery, and denial of service attacks, which seriously threaten the confidentiality,
integrity, and availability of network data. Traditional network security situation awareness and threat prediction methods mostly rely on the
analysis of a single data source, lacking the correlation and fusion of multi—dimensional information such as network entities, attack behaviors,
and vulnerabilities. It is difficult to comprehensively and accurately perceive the network security situation, and the prediction accuracy is low
and real—time is poor, which cannot meet the security protection needs of WSN in complex environments.As a structured knowledge
representation method, knowledge graph can integrate and correlate multi—source heterogeneous data in the network (such as node
information, attack characteristics, vulnerability information, threat intelligence, etc.), build a semantic knowledge network, and realize the
systematic management and in—depth mining of network security—related knowledge. Based on this, this paper combines energy harvesting
technology and topology control algorithms to construct a knowledge graph—based network security situation awareness and threat prediction
model.Firstly, to solve the energy limitation problem of WSN, a dynamic topology control algorithm based on energy harvesting is designed.
By establishing reasonable energy harvesting models, network topology models, and energy consumption models, the dynamic adjustment of
node transmission power, topology optimization based on energy prediction, and intelligent allocation of node roles are realized to balance
network energy consumption and energy harvesting and extend network life. Secondly, a network security knowledge graph is constructed to
integrate multi—source data such as network entities, attack behaviors, vulnerability information, and threat intelligence. Through knowledge
extraction, knowledge fusion, knowledge reasoning and other technologies, the potential associations between network entities are mined to
realize comprehensive perception of network security situation. Finally, based on the semantic association and in—depth reasoning ability of
the knowledge graph, a threat prediction model is designed to realize accurate prediction and early warning of potential network threats by
combining historical attack data and real—time situation information.Comprehensive verification of the proposed algorithm and model is
carried out through simulation experiments. The results show that the designed topology control algorithm based on energy harvesting can
effectively balance network energy consumption, significantly extend network life, improve energy utilization efficiency, and ensure network
connectivity and coverage. The constructed knowledge graph—based network security situation awareness and threat prediction model can
comprehensively and accurately perceive the network security situation, improve the accuracy and real—time performance of threat
prediction, and provide reliable technical support for the security protection of WSN. The research results of this paper not only solve the key
problems of energy limitation and security protection of WSN, but also provide new ideas and methods for security situation awareness and
threat prediction in complex network environments, which have important theoretical significance and practical application value.

Keywords: Knowledge Graph; Network Security; Situation Awareness; Threat Prediction; Wireless Sensor Networks (WSN); Energy Harvesting;
Topology Control; Energy Optimization
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