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Blockchain-Based Secure Data Storage and Sharing Scheme for Industrial Internet
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(School of Computing, Harbin Institute of Technology, Harbin Heilongjiang150001)
Abstract: With the in—depth advancement of industrial digital transformation, the industrial Internet has become the core carrier connecting
industrial equipment, production processes, and the upper and lower reaches of the industrial chain. The massive industrial data generated by
it (covering the entire process of production control, equipment operation, R&D and design, operation and management, etc.) has become
the core asset of industrial enterprises. However, industrial Internet data has the characteristics of multi—source heterogeneity, strong
real—time performance, high sensitivity, and uneven value density. The traditional centralized data storage and sharing schemes have many
security risks such as single point of failure, high risk of data tampering, serious privacy leakage, and chaotic permission management, which
seriously restrict the release of industrial data value and the high—quality development of the industrial Internet. Blockchain technology, with
its core characteristics of decentralization, immutability, traceability, transparency and trustworthiness, and multi—party collaboration, provides
a new technical path for solving the problems of secure data storage and sharing in the industrial Internet. Aiming at the core needs of secure
data storage and sharing in the industrial Internet, this paper systematically analyzes the internal connection between core blockchain
technologies and industrial Internet data security, and designs a blockchain—based secure data storage and sharing scheme for the industrial
Internet. The scheme constructs a hierarchical overall architecture and a hybrid chain structure, realizes storage mechanisms such as sharded
encrypted data storage, collaboration between on—chain certificate storage and oft—chain storage, and dynamic verification of data integrity,
and proposes a sharing mechanism based on attribute—based access control, dynamic permission management, and full-process audit and
traceability. In addition, technologies such as homomorphic encryption and differential privacy are introduced to enhance privacy protection
capabilities. By building an experimental environment, the performance indicators such as throughput and latency of the scheme, as well as
the security indicators such as data integrity and confidentiality, are comprehensively verified. The results show that the scheme can effectively
resist various common attacks, ensure the security of data storage and compliance of data sharing, and has good performance adaptability,
which can meet the data processing needs of multi—scenario and high concurrency in the industrial Internet. Finally, the research results of
this paper are summarized, and the future optimization direction and technical expansion of the scheme are prospected, providing theoretical

support and practical reference for industrial Internet data security management.
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