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Abstract: With the rapid popularization of mobile Internet and the wide application of mobile devices, mobile terminals have become the core
carrier of people’s production and life, as well as information interaction. At the same time, mobile network security threats are showing a
diversified, hidden and intelligent development trend. Malicious intrusion behaviors will not only lead to the leakage of user privacy and
property losses, but also may threaten national cyberspace security. Traditional intrusion detection methods are limited by the inherent
characteristics of mobile devices, such as limited computing power, insufficient storage resources and sensitive energy consumption, making it
difficult to achieve real—time and efficient intrusion detection, with problems such as low detection accuracy, high false positive rate and
excessive resource occupation. Convolutional Neural Network (CNN) has shown good application prospects in the field of network intrusion
detection due to its strong ability of automatic feature extraction, but the traditional CNN model has complex structure and large number of
parameters, which cannot be directly deployed on mobile devices. Therefore, this paper proposes a real—time intrusion detection system for
mobile terminals based on lightweight convolutional neural network. By optimizing the CNN network architecture and introducing model
lightweight technology, the number of model parameters and computational complexity are greatly reduced under the premise of ensuring
detection performance, so as to adapt to the resource constraints of mobile devices. This paper first analyzes the current situation of mobile
network security threats and the limitations of traditional intrusion detection methods, and demonstrates the applicability of lightweight CNN

in mobile intrusion detection; secondly, summarizes the research progress of mobile intrusion detection technology and lightweight neural
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network, and clarifies the shortcomings of current research and the research entry point of this paper; then, designs the intrusion detection

No.2 2025 ( Vol.001)

model based on lightweight CNN in detail, including the mobile network traftic preprocessing module of the input layer, the lightweight
CNN core feature extraction module and the anomaly classification and real—time decision—making mechanism of the output layer, and
proposes targeted lightweight and real—time optimization strategies; then, by building a mobile simulation platform and using public intrusion
detection datasets to carry out comparative experiments, the effectiveness and superiority of the proposed system are verified from multiple
dimensions such as detection accuracy, false positive rate, inference time and resource occupation rate; finally, summarizes the research results
of this paper, analyzes the deficiencies in the research process, and looks forward to the future improvement direction. The experimental
results show that the lightweight CNN intrusion detection system proposed in this paper achieves a detection accuracy of more than 98.7%, a
false positive rate of less than 1.2%, a model inference time shortened to less than 50ms, and a memory occupation of less than 8MB.
Compared with traditional intrusion detection methods and ordinary CNN models, it has significant improvements in detection performance
and mobile adaptability, which can meet the actual needs of real—time intrusion detection on mobile terminals and provide an efficient and

feasible technical solution for mobile network security protection.

Keywords: Lightweight Convolutional Neural Network; Mobile Terminal; Intrusion Detection; Real—time Performance; Model Lightweight;
Network Traffic Analysis
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